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In the name of Allah, Most Gracious, Most Merciful. 



Tor Browser 
Security Guideline 


AL AQSA IT TEAM 


This book is free for All Muslim Brothers & Sisters. 
Don"t Forget Us in Your Du"as 

1 / 1/2020 

First Edition 




Tor Browser Security Guideline 


1 
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Verily all praise is due to Allah. We praise Him and seek His assistance and 
seek His Forgiveness. Peace and blessings on Prophet Muhammad (peace be 
upon him). Peace & Blessings of Allah be upon you. 
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Don"t Forget Us in Your Du"as 
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In the Name of Allah, the Beneficent, the Most-Merciful 


Verily all praise is due to Allah. We praise Him and seek His assistance and seek His Forgiveness. Peace 
and blessings on Prophet Muhammad (peace be upon him). 

And we seek refuge with Allah from the evils of our own souls and from our bad deeds. Whomsoever 
Allah guides will never be led astray, and whomsoever Allah leaves astray, no one can guide. I bear 
witness that there is none worthy of worship except Allah, and I bear witness that Muhammad is His 
slave and Messenger. 

O you who believe! Fear Allah as He should be feared, and die not except as Muslims. 

And honor, power and glory belong to Allah, His Messenger, and to the Mu"mineen” 

(Al-Munafiqoon 63:8) 

O you who believe! Keep your duty to Allah and fear Him, and speak the truth. He will direct you to do 
righteous good deeds and will forgive you your sins. And whosoever Obeys Allah and His Messenger has 
indeed achieved a great achievement. 

Allah is the Wali (Protector or Guardian) of those who have Iman” 

(Al-Baqarah 2:257) 

Peace and blessings on Prophet Muhammad (peace be upon him). Security precautions are from the very 
basic and fundamental orders and instructions from Prophet (SalAllahu alayhi wa ssalam). 

As narrated from Abu Hurairah - the Prophet (SalAllahu alayhi wa ssalam) said; 

A believer is not stung twice (by something) out of one and the same hole. 

( Bukhari: Volume 8, Book 73, Number 154 ) 


AL AQSA MEDIA 


AL AQSA IT TEAM 


Tor Browser Security Guideline 


4 


What is the Tor Browser? 

The Tor software protects you by bouncing your communications around a distributed network of relays run by 
volunteers all around the world: it prevents somebody watching your Internet connection from learning what 
sites you visit, it prevents the sites you visit from learning your physical location, and it lets you access sites 
which are blocked. 

Tor is free software for enabling anonymous communication. The name is an acronym derived from the original 
software project name The Onion Router. Tor directs Internet traffic through a free, worldwide, volunteer 
network consisting of more than six thousand relays to conceal a user's location and usage from anyone 
conducting network surveillance or traffic analysis. Using Tor makes it more difficult for Internet activity to be 
traced back to the user: this includes "visits to Web sites, online posts, instant messages, and other 
communication forms". Tor's use is intended to protect the personal privacy of users, as well as their freedom 
and ability to conduct confidential communication by keeping their Internet activities from being monitored. 

Onion routing is implemented by encryption in the application layer of a communication protocol stack, nested 
like the layers of an onion. Tor encrypts the data, including the destination IP address, multiple times and sends 
it through a virtual circuit comprising successive, randomly selected Tor relays. Each relay decrypts a layer of 
encryption to reveal only the next relay in the circuit in order to pass the remaining encrypted data on to it. The 
final relay decrypts the innermost layer of encryption and sends the original data to its destination without 
revealing, or even knowing, the source IP address. Because the routing of the communication is partly 
concealed at every hop in the Tor circuit, this method eliminates any single point at which the communicating 
peers can be determined through network surveillance that relies upon knowing its source and destination. 


PLEASE follow below task one by one. First task 1 then task 2 then task 3 
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TASK-1: HOW TO DOWNLOAD & INSTALL TOR BROWSER 

STEP-1 

GO TO -> 

https ://www.torproi ect.org/ 

Home About Tor Documentation 

r 



Anonymity Online *■ Tor prevents people from 

~ . . . ~ r , ir learning your location or 

Protect your privacy. Defend yourself browsing habits 

against network surveillance and traffic 

■ ■ *■ Tor is for web browsers, 

instant messaging clients, 
and more. 

♦ Tor is free and open 
source for Windows, Mac, 
Linux/Unix, and Android 


CLICK DOWNLOAD 

STEP-2 

CLICK DOWNLOAD (1) & DOWNLOAD THE BROWSER (2 3 4) & INSTALL THE BROWSER (5 ’ 6) 


Tor Browser for Windows 

Version 4.5.2 - Windows 8. 7, Vista, and XP 

Everything you need to safely browse the Internet. 
Learn more » 


Not Using Windows? 

Download for Mac or GNU/Linux 


(sis) Whafs This? English 0 


DOWNLOAD 



Looking For Something Else? View All Downloads 
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An external application is needed to handle: 

https://www.torproject.Org/dist/torbrowser/3.5.2.l/torbrowser-install-3.5.2.l_en-U5.exe 


NOTE: External applications are NOT Tor safe by default and can unmask you! 


If this file is untrusted, you should either save it to view while offline or in a VM, 
or consider using a transparent Tor proxy like I^ils LiveCD or torsocks. 


I - Always launch applications from 

Launch applicant 


nroxy like^ils LiveCD or 



ration j j Cancel j 


2 


You have chosen to open: 


torbrowser-install-3.5.2.I_en-US.eKe 

which is a: Binary File (21 .3 MB) 
from: https://www.torproject.org 

Would you like to save this file? 



Cancel 


3 




torbrowser-instaii-3.5.2.1 
1 en-U5.exe 
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4 Tor Browser Bundle Setup 


Choose Install Location 

Choose the folder in which to install Tor Browser Bundle. 




5etup will install Tor Browser Bundle in the following folder. To install in a different folder J click 
Browse and select another folder. Click Install to start the installation. 


Destination Folder 


C:\Tor Browser 


Space required: 65.1MB 
5pace available: 6.2GB 

Nullsoft Install System ^2.46-7 - 


— - 


.f Tor Browser Bundle Setup 


Installing 

Please wait while Tor Browser Bundle is being installed. 


Extract: nss3.dll 


j_u 

A 


1 , 


Nullsort Install System VZA6-7 




1 1 Install i| 

Cancel 


< Back | 

/fJexb':= 

Cancel 


STEP-3 

AFTER FINISH INSTALATION, TWO CHECK MARK APPEAR. UNCHECK THOSE. CLICK 
FINISH. 



Completing the Tor Browser Setup 
Wizard 

Tor Browser has been installed on your computer. 

Click Finish to close this wizard. 

0Run Tor Browser 
0 Add Start Menu & Desktop shortcuts 



Finish 


I I Run Tor Browser 

Add Start Menu & Desktop shortcuts 
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TASK-2: BLOCK SOME COUNTRY 


A) CLICK TOR BROWSER FOLDER 


u 


B) CLICK BROWSER FOLDER 



IT 


Tor Browser 


Browser 


Start Tor Browser 
njH Shortcut 
1 KB 


browser 


D 


defaults 


C) CLICK TOR BROWSER FOLDER 


dictionaries 


TorBrowsen 


D) CLICK DATA FOLDER 


£3 

p 


Docs 


Tor 


Browser 



E) CLICK TOR FOLDER 

F) CLICK MOUSE RIGHT BUTTON ON torrc FILE & CLICK OPEN 


Date modified 


Type 


| ] cached-certs 

6/14/2015 5:33 PM 

File 

20 KB 

[ ] cached-microdesc-consensus 

6/19/2015 4:45 PM 

File 

1,308 KB 

1 ] cached-microdescs 

6A8/2015 3:05 PM 

File 

4,663 KB 

l ] cached-microdescs.new 

6/19/2015 4:45 PM 

NEW File 

678 KB 

[ j control_auth_cookie 

6/19/2015 4:45 PM 

File 

1 KB 

iJ 9 eoi P 

1 A/2000 6:q| 


— 

i ™n ™ 

LJ geoipG 



Open 


□ lock — 

1^^^19/2015 4:4. 


Take Ownership 


[j state 

6A9/2015 4:4. 

K 

Scan for viruses 


i_i torrc 

6/1/2015 11:4. 

K 

Move to Quarantine 


[ , torrc. orig.l 

1A/2000 6:00 




[ ] torrc -defaults 

1A/2000 6:00 


Share with 

► 




Add to archive... 




m 

Add to "torrc.rar" 




m 

Compress and email... 




m 

Compress to "torrc.rar" and email 



e 

WinZip 

► 




Restore previous versions 
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G) NOW OPEN THAT torrc FILE WITH NOTEPAD 


Name 

Q cached-certs 

l_j cached-microdesc-consensus 
1_J cached-microdescs 
1_] cached-microdescs.new 
1_J control_auth_cookie 

□ geoip 
D geoip6 

□ lock 
[J state 
r 1 torrc 

torrc.orig.l 
[j torrc -defaults 


Date modified 


Size 


Open with 




£5 


Choose the program you want to use to open this file: 
File: torrc 


0 Internet Explorer 

Microsoft Corporation 

Microsoft C 


L Miaosoft Office Picture Manager 

1^1 Miaosoft Corporation 



I Notepad 

W \ Miaosoft Corporation 




VMware Workstation 

VMware, Inc. 


/% Windows Media Player 

v Miaosoft Corporation 

WinRAR archiver 


VMware Player 

VMware, Inc. 


Windows Media Center 

Miaosoft Corporation 


Windows Photo Viewer 

Miaosoft Corporation 


WordPad 

Miaosoft Corporation 




□ Always use the selected program to open this kind of file 




H) IN NOTPAD TYPE BELOW CODE & SAVE 


ExcludeNodes {US},{CA},{??} 
ExitNodes {GB},{DE},{SE},{SZ},{RU} 
StrictNodes 1 


File Edit Format View Help 


ExcludeNodes {US},fcA},M 
ExitNodes -]GB }, (DE [, {SEj, {S Z}, {RU } 
StrictNodes 1 
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Task-3: OPEN TOR BROWSER 

A) open tor browser folder & click start tor browser 


Browser 

tl& Start Tor Browser 

B) Click connect 
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C) Click Test tor network setting 



Tor Browser 
5.0.3 


Congratulations! 

This browser is configured to use Tor. 

You are now free to browse the Internet anonymously. 

Test Tor Network Settings 



Search securely with Disconnect.me. 


» 


Click 

Test tor network 


What Next? 


f 

You Can Help! 

Tor is NOT all you need to browse 


There are many ways you can help make the Tor 

anonymously! You may need to change some of 


Network faster and stronger: 

your browsing habits to ensure your identity 


* Run a Tor Relay Node » 

stays safe. 


* Volunteer Your Services » 

Tips On Staying Anonymous » 


* Make a Donation » 

V J 


D) If your ip is change. You successfully open tor browser 


§ £ ▼ ^ , A https://check.torproject.org/?lang=en_US 


This page is also available in the following languages: 





5 


Congratulations. This browser is configured to use Tor. 

Your IP address appears to be 185.65.135.227 


Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet 
anonymously. For more information about this exit relay, see: Atlas . 
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Task-4: ADDRESS BAR WORK 

STEP-1 

A) In address bar type (aboutrconfig) 




This might void your warranty! 

Changing these advanced settings can be harmful to the stability, security, and performance of this 
application, You should only continue if you are sure of what you are doing, 

0 Show this warning next time 


I'll be careful, I promise! 


B) Click ENTER 

STEP-2 

A) in search bar type (geo.wifi.uri) 


Search: 


Preference Name 

* | Status 

Type 

Value 

geo.wifi.uri 

default 

string 

https : Hw ww . googleai 


B) Double click & type localhost 


Preference Name 


Type 


https ://www.googleapi 



Click ok 


geo.wifi.uri user set string localhost 


r 
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STEP-3 

A) in search bar type (geo.enabled) 


Search: geo.enabled 


Preference Name * Status 

Type 

Value 

geo.enabled default 

boolean 

true 

l 

B) see it is true . double click & make it false. 




Search: geo.enabled 


Preference Name 

* | Status 

Type 

Value 

geo.enabled 

user set 

boolean 

false 


Step-4 


Same way type 

( media.peerconnection.enable ) & ( network. websocket.enable ) Make those “false”. 
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Task-5: DISEBLE AUTO UPDATE 


A) Click tools > option 


File Edit View History Bookmarks 
About Tor 

u a- «■ ® Search orentej 



4 



Downloads Ctrl+J 
Add-ons Ctrl+Shift+A 

,et Up Sync,,. 

;b Developer ► 

Info 


Options 

HTTPS Everywhere 

ims orowser 


*1 


1 2 

B) Click advance > update 


File Edit View History Bookmarks Tools Help 
About Tor X J Options 



S ^ O Tor Browser about:preferences#advanced 


Advanced 


(X Search 


A Applications 
QQ Privacy 
^ Security 

O s y nc 

A Advanced 


General Data Choices Network Update Certificates 

Tor Browser updates: 

Automatically install updates (recommended: improved security) 

V Warn me if this will disable any of my add-ons 
Check for updates, but let me choose whether to install therr- 
• Never check for updates (not recommended: security risk)! 


Show Update History 


Automatically update: 

Search Engines 


3 4 

C) Check mark (Never check for updates) & remove check mark ( auto update search engines) . 
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TASK-6: BLOCK SCRIPT 

STEP-1 

Click NoScript button> click Forbid scripts globally 


k . About Tor - Tor Browser 


File Edit View History Bookmarks Tools Help 


About Tor 




SI 


0 about:tor 


•C E|- st 


tula tions! 


Options... 

About NoScript 2,6,8,13... 

This browser is configured to use Tor. 

are nowfiee to the Internet anonymously. 

Test Tar Netremfc Setting 




STEP-2 


A) Click NoScript button> click Options 


Tf About Tor - Tor Browser 


File Edit View History Bookmarks Tools Help 


About Tor 


^ t <§> ® about: tor 


5[lj a.'Vbrt' a.'V this page 

Si Allow Scripts Globally (dangerous) 


■ 


J Options 


About NoBcript 2.6.8. 1 


/ | About I 

W7 


atulation: 

^NoScript Options Vuifigured to 


You are how free to byowse the Internet an 

Test Tor Network Settings 
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B) Option>Appearance>check mark (follow below picture) 



C) Option>Embeddings>check mark (follow below picture) 
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TASK-7: PRIVACY & SECURITY SETTING 


A) Tor button > privacy & security setting 


File Edit View History Bookmarks Tools Help 


J 


AboutTor 




s> 


A, 


9 Search or enter address 


New Id entity 

^NewTor Circuit for this Site 

privacy and Security Settings,.. 
Tor Network Settings... 

Check for Tor Browser Update... 




Congratulate 

This browser is configurec 

You are now free to browse the Intern 

Test Tor Network Settings 


B) Read condition properly & according to your preference set security level 
(medium-low, medium-high, high). 
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Additional information 

1) Always try to use updated tor version. 

2) When a new version appears. Tor ask you to download new version or A 
in the tor button. 

^ T Search or enter add. 

New Identity 

New Tor Circuit for this Site 

Privacy and Security Settings... 

Tor Network Settings... 

3) Never use Checkfor Tor Browser Update... ( c heck for tor browser update) for update tor browser. 

4) Always follow (task-1)/ visit https://www.torproiect.org/ for update tor browser. 

5) When you want to visit a website then want to visit another website. (Tor button> new identity) 

T It Search or enter 

New Identity 

Click Tor button>new identity. New Tor Circuit for this Site You get a new IP Address. 


Always follow task 5. Follow (task 5 : step 1) is highly recommended. 

Following task 5 some website features may be disable. If you need that feature badly. 
Then you can try (noscript button> temporary allow). 

But when you enable “temporary allow” your security may be broken. 

That’s why do your necessary work as quickly as possible. 

Then again click (Tor button>new identity). Now you are safe. 


1 : 


'yellow blink 


Reference : 

1) Safe Browsing by Ansarullah It Team 

2 ) www.dawahilallah.net 

3 ) www.bab-ul-islam.net 

4 ) www.torproiect.org/ 

5 ) https ://trac.torproj ect.org/proi ects/tor/wiki 

6) www.google.com 

7 ) www.youtube.com 
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We ask Allah (SWT) to accept this effort from us, count it amongst 
the righteous deeds and to forgive us for any evil that is contained 

in this compilation. 


Don"t Forget Us in Your Du"as 
Your Brothers At 
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